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v Encryption
q Scrambles data
q Makes data unreadable

v Hashing
q Tags data with unique hash value

Ø Completely deterministic
q Makes data immutable

Ø Any data corruption is detected

vBoth use these:
q Algorithms
q Keys

vProtects data:
q in STORAGE

§ databases (PCI-DSS)
q in TRANSIT

§ https (uses TLS)



© Jeff Drobman
2017-23Cryptography

vEncryption
q Used to secure data in storage & transit
q Many standards (DES, 3DES, AES, RSA, etc.)
q algorithms use sequence of XOR operations
q Symmetric or Asymmetric

§ S uses single private key
§ A uses public-private key pairs

q replaces each character in situ with a code
q data retains same length
q does not detect tampering

vHashing
q Used to secure data in storage (only)
q A few standards (MD, SHA)
q algorithms use complex sequence of math operations with key
q use private keys derived from random issued words
q does not replace data
q adds a “hash” value to each block of data
q hash value is a fixed 160 bits for SHA-1, 256 bits for SHA-2
q does detect tampering (raison d’etre)
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Caesarean

Hieroglyph
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8th century (Arabic)
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vTransposition
vSubstitution
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v Steganography
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Symmetric Asymmetric
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RSA
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PGP
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Algorithms + Keys

XOR
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Open Standard Software
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Shor’s Algorithm
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Quantum Computers



© Jeff Drobman
2017-23QC Vulnerability

Quantum Computers



© Jeff Drobman
2017-23Amazon S3 Encryption



© Jeff Drobman
2017-23Cryptography



© Jeff Drobman
2017-23Encrypt:  Enigma

They didn't need to. The Enigma machine itself was not in any way secret 
as it was commercially available in various forms and sold by the German 
firm Scherbius & Ritter from 1923 onwards.
The British developed the Typex machine from commercial enigma and 
used it from 1937 onwards, in fact the machine was originally called the 
"RAF Enigma with Type X attachments".
Typex was similar to Enigma but contained five two part rotors (rotor and 
slug), each of which had multiple notches that would turn the next rotor. 
Initially Typex machines had no plugboard but one (and in some cases 
two) were introduced later.
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Enigma messages were typed, enciphered, transmitted, received, 
deciphered, and written again, while Type messages were typed and then 
automatically enciphered and transmitted all in one step, with the reverse 
also true. Messages were also automatically printed onto paper tape in both 
clear text and cipher.
Although Typex was vulnerable to some of the same cryptanalytic attacks 
that were used on the Enigma, the German naval cipher group 
Beobachtungsdienst (B-Dienst or observation service) apparently spent only 
around six weeks trying to crack the code before concluding that the extra 
wheel made the system
"unbreakable".
Typex machines remained in use into the 1950s with apparently the last 
ones being used by the New Zealand military up to 1973.
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collision

reversal
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LOG4J



© Jeff Drobman
2017-23Quantum



© Jeff Drobman
2017-23Cryptography



© Jeff Drobman
2017-23Blockchain Overview

vBlockchain properties
q Public vs. Private
q Centralized vs. De-centralized
q Forks, Shards

vBlockchain applications
q Crypto-currency
q Financial

§ FinTech
§ DeFi

q Smart contracts
§ NFT

q Online voting
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CSUN Blockchain Club (Biz School)
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Santiago Cuevas
Executive Advisor | Spring 2019
CSUN Blockchain Society | California 
State University, Northridge
Santiago.cuevas.480@my.csun.edu|
(818) 231-3409
==
UCLA
https://www.blockchainatucla.com/about

mailto:Santiago.cuevas.480@my.csun.edu
tel:%28323%29%20812-5453
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BAF Membership: https://thebafnetwork.typeform.com/to/jes7CS 
BAF Twitter: https://twitter.com/TheBAFNetwork
Next BAF Event: https://live.remo.co/e/the-path-to-mass-adoption

Become a member of BAF if you’re interested in participating in BAF’s 
weekly events, Discord, recruiting program, and research opportunities. 
It’s free to join and it only takes five minutes 
👉https://thebafnetwork.typeform.com/to/jes7CS

Newsletter: https://tinyurl.com/yyz7va94
Twitter: https://twitter.com/FindoraOrg

ALSO! BAF is co-organizing a virtual conference with the top zero-
knowledge researchers on October 19th and we would love for you to 
attend :D It’s 100% free and this some of the very best ZK education 
out there! - https://zkp-privacy-summit.dystopialabs.com/



© Jeff Drobman
2017-23CIS

Exhibitors
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Main Loop
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Body
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Python
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Python
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vDigital ID
vdApps
vDeFi
vDEX
vOnline Voting
vCryptocurrency
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v Everyone who uses a blockchain (e.g. Bitcoin) stores the complete blockchain
v On their own server (so there are millions of copies)
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Follow My Vote
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Follow My Vote
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Follow My Vote dApp
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Follow My Vote
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vBitcoin
vEthereum
vDigital Wallets
vCentral Banks (CBDC)
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v Bitcoin
§ has about 10,000 nodes now? each node stores at least one 

fork of the blockchain?  (“hard fork”?)
§ not all Bitcoin owners (clients) serve as "nodes". there are 

~10,000,000 owners? but only ~10,000 nodes.
§ compare ZKP to Satoshi Nakamoto’s Proof of Work

v Ethereum is now the preferred protocol for "smart contracts" 
(programmed in "Unity/Solidity")

v Online Voting:  privacy manifests as "anonymity" – an 
essential
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8-23-21
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Blockchain
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Medium-Pathania
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Medium

6.25 BTC =~ $250,000
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nonce

Medium-Pathania
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Medium-Pathania
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Medium-Pathania
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Medium-Pathania
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Difficulty = 8

Difficulty = 20

Medium-Pathania
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Medium
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Medium
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Cap = 21M Medium
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Cap = 21M Medium
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vEthereum
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Dec 2021
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v Javascript
v Java
v Python

Ø Bytecode Ø EVM
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Solidity
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8-23-21

White Hat?
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Crypto Currency
Life Cycle

v Tokens
v Coins
v Wallets
v Ledgers
v Blockchains
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Ethereum Crypto-Currency
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Ethereum Crypto-Currency
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Ethereum Crypto-Currency
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Ethereum Crypto-Currency
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Ethereum Crypto-Currency

Etherscan

106 Call Apr 25 option
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Ethereum Crypto-Currency

Stablecoin

160 bits
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Ethereum Crypto-Currency
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Ethereum Crypto-Currency

Stablecoin

160 bits
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Bancor
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vCSUN Club (BAF)
vPolygon
vZKP
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Public vs Private



© Jeff Drobman
2017-23CIS Blockchain Summit



© Jeff Drobman
2017-23CIS

CSUN Blockchain Club (Biz School)
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Eli Jaffe, UCLA PhD student
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Eli Jaffe, UCLA PhD student
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Eli Jaffe, UCLA PhD student



© Jeff Drobman
2017-23Blockchains/ZKP
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Eli Jaffe, UCLA PhD student
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Eli Jaffe, UCLA PhD student



© Jeff Drobman
2017-23Blockchains

Eli Jaffe, UCLA PhD student
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Eli Jaffe, UCLA PhD student
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